Lab #5 (10%)
Practice Penetration Testing

For this lab, please read Chapter 6 - So You Want to Be a Pen Tester? from Gray Hat Hacking: The Ethical Hacker’s Handbook, 5th edition.

For this Lab, you will be downloading a virtual machine from www.vulnhub.com and testing your penetration testing skills.  This website contains virtual machines you can practice your pentesting skills.  For this lab we will be using “Basic Pentesting 1”.  You can download the image from here:

https://www.vulnhub.com/entry/basic-pentesting-1,216/
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Download the virtual machine image and open it in your virtual machine software.

Using Kali Linux and the skills you’ve learned, conduct a penetration test against the virtual machine image.  

As you conduct the test, take screenshots along the way and make note of the commands and tools you used.  You will need to consolidate all of this evidence to obtain full marks.

In a real ethical hacking engagement, a proper report would be created to provide to the customer.  This is why documenting is so important while you’re testing.

Hint 1 – Ensure the network interface for this VM is the same as your Kali VM or they will not be able to communicate with each other

Hint 2 – Though you can log onto the console of the target VM, this is not considered a successful attack.  All attacks should originate from your Kali Linux VM.


Rubric

	Screenshots required:  
	 Mark 

	Steps of the ethical hack
	5

	Tools and command usage
	10

	How far you were able to get into the system.
	10

	Admin level access
	5

	Formatting: (specify file format)
	 

	Total: 
	30
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Josiah Pierce 8 Dec 2017

This is a small boot2root VM | created for my university’s cyber security group. It contains multiple remote vulnerabilities and multiple privilege ~ ~
escalation vectors. | did all of my testing for this VM on VirtualBox, so that's the recommended platform. | have been informed that it also works
with VMware, but | haven't tested this personally.

This VM is specifically intended for newcomers to penetration testing. If you're a beginner, you should hopefully find the difficulty of the VM to
be just right.

Your goal is to remotely attack the VM and gain root privileges. Once you've finished, try to find other vectors you might have missed! If you
enjoyed the VM or have questions, feel free to contact me at: josiah@vt.edu

If you finished the VM, please also consider posting a writeup! Writeups help you internalize what you worked on and help anyone else who
might be struggling or wants to see someone else’s process. | look forward to reading them!
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